ExMed, In¢. Contract FY 2016-17

CONTRACT FOR BEHAVIORAL HEALTH SERVICES
COUNTY OF SAN LUIS OBISPO BEHAVIORAL HEALTH SERVICES

THIS CONTRACT, entered into by and between the County of San Luis Obispo, 4
public entity in the State of California, (hereafter "County") and ExMed, Inc., a California
corporation, (hereafter "Contractor™):

WITNESSETH

WHEREAS, County has a need for psychiatric services morc particularly described on
Exhibit A, attached hereto and incorporated herein by reference; and

WHEREAS, Contractor is specially trained, experienced, expert and competent to
porform such special services; and

WHEREAS, Pursuant to Govornment Code, section 31000, the County may contract for
special services on behalf of public entitics including County Behavioral Health,

_ NOW, THEREFORE, in consideration of the covenants, conditions, agreements, and
stipulations set forth herein, the parties agree as follows:

1. Scope of Services. County hereby engages Contractor to perform, and Contractor
hereby agrees to perform for County the services set forth on Exhibit A, attached hercto
and incorporated horein by reference, all pursuant to the terms and conditions
hereinafter set forth.

2. Compensation. Contractor shall be compensated by County for performing said

services in accordance with Exhibit B, attached hereto and incorporated herein by

reference.

Effective Date and Duration. The effective date and duration of this Contract shall be

as specified on Exhibit C, attached hereto and incorporated herein by refercnce.

4. General Conditions. Contractor and County shall comply with all provisions of
County's General Conditions, a copy of which is attachcd hereto as Exhibit D and
incorporated herein by reference.

5. Special Conditions. Contractor and County shall comply with the special conditions
attached hereto as Exhibit E and incorporated herein by reference. In the event of
conflicts between the provisions of the General Provisions and the Special Conditions,
the provisions of the Special Conditions shall be controlling,

6. Business Associate Agrcement. Contractor and County shall comply with the
County’s Business Associate Agreement in accordance with Exhibit F, a copy of which
ts attached hereto and incorporated herein by reference.
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IN WITNESS WHEREOF County and Contractor have executed this Contract on the
day and year set forth below.

CONTRACTOR CONTRACTOR
ExMed, Inc, ExMed, Inc.

o L - /f M)

Adam Exum, COQ/ uika, M.D., Owner CMO

Tax D4 Held in Confidential File
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Approved as to form and legal effect:

RITA L. NEAL
COUNTY COUNSEL

AL g/ 1 U

By: Date:
Deputy County Counsel

COUNTY OF SAN LUIS OBISPO,
A Public Entity in the State of California

By: Date:
Chair, Board of Supervisors

ATTEST

By:

County Clerk and Ex-Officio Clerk
of the Board of Supervisors
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EXHIBIT A

CONTRACT FOR BEHAVIORAL HEALTH SERVICES
SCOPE OF SERVICES

Scope of Services.

County needs psychiatrists to work in various areas of the Behavioral Health Services,
and wishes to engage Contractor to provide such personnel to supplement County
Behavioral Health Services staff. Contractor shall, upon request by County, use its best
efforts to provide referrals of one or more licensed, credentialed psychiatrists or
psychiatric nurse practitioners as specified by County (collectively “Provider”) for
supplemental statfing services, subject to availability of qualified personnel.

A Personnel.

l. Contractor shall refer to County, personnel who mect the following
criteria:
2. Possess current California statc license/registration and/or certification.

Personnel will be a graduate of an approved psychiatric residency or psychiatric

nurse practitioner training program and be certified in general psychiatry

(psychiatrists) or as a nurse practitioner. Each Provider will hold a current license

to practice in the State of California.

3. Possess CPR certification,

4. Meet applicable laws, regulations, and/or acereditation standards for

his’her arca of practice, proof of which shall be presented to County upon request.

5. Possess proof of pre-employment screening to include a physical

examination (as applicable to California State law) and a Tuberculosis (TB) skin

test, professional references, criminal background check(s) and drug

screenings as applicable.

6. Posscss at least two (2) years of relevant professional cxperience and two

(2) years of specialty experience,

7. With regards to telepsychiatry, personnel must adhere to the Co unty

protocols and required equipment and supplies necessary when performing

telepsychiatry.
Contractor, or its subcontractors, shall maintain direct responsibility for payment of
wages and worker’s compensation (if applicable), and unemployment insurance (if
applicable), as may be applicable to those Providers provided to County under this
Contract; provided that those Providers shall have direct responsibility for payment of
tederal, state and local income taxes and social sccutity taxes. Contractor agrecs o
maintain all documentation referenced in the preceding sentence for all Providers
provided by Contractor under this Contract. Contractor is solely responsible for all
reporting requirements through the California Employment Development Department for
such Providers including, without limitation, reporting independent contractor payments,
and providing the independent contractors with information returns (Form 1099).
B. County Obligations,

County agrecs to the following:

1. Reprosent the practice accurately, and provide suitable staff, work

schedule, medical equipment, and supplies.
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2. Review and approve Provider’s credentials provided by Contractor within
a reasonable time.
3. Process and approve Provider’s credentials in accordance with County’s
policies and applicable accrediting organizations.
4. Assume all costs associated with applying for hospital privileges.
3. Provide orientation to facility, policies and standards of conduct, including
HIPAA policies.
6. Provide paperwork and processing necessary for assignment of bencfits
and billing reimbursement.
Telepsychiatry.
L. County to facilitate video link with psychiatrist from a County telchealth
location;
2. County to securely store telehealth equipment in a secure location when
appointment is complete,
3. Telepsychiatry Equipment, Supplies, and Software
a) Contractor will provide to, or assure that, telepsychiatrist has all
necessary equipment, software and supplies in order to carry out the terms
of the Telepsychiatry portion of the Contract when working remotely.

b} Contractor to ensure telepsychiatrist has access to cquipment
including the following:
c) A current computer with full disk encryption in compliance with

NIST SP800-111 (FIPS 140-2) (McAfee or similar);
d) HD Webcam 10MP or better (Logitech Webcam C930e or similar)
&) High quality microphone
f) High speed internct connection with 6 MP or better
) Access to secure telehealth interface license
h) Access to County Electronic Medical Record (EMR) system,
Anasazi, for entry of documentation
i} Computer used for telepsychiatry services must be Microsoft
Windows based in order to be compatible with County electronic health
records software. Apple operating system based computers arc not
compatible and not acccptable for use.
4, Contractor to coordinate with telepsychiatrist and County IT staff for
proper software/interface and access to County network and necessary support to
maintain proper connectivity with County.
5. Contractor and County to adherc to Attachment 3, Tele-Psychiatry
HIPAA/HITECH Privacy and Security,
6. Contractor to agree to HIPAA/HITECH Privacy and Security protocols
attached hereto as Attachment 1, in supplement to the Original Contract Busincss
Associated Agreement (BAA),
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EXHIBIT B
CONTRACT FOR BEHAVIORAL HEALTH SERVICES

COMPENSATION

1. Compensation.

Prior to commencement of services, Contractor shall provide a valid, taxpayer ID number
to the San Luis Obispo County Auditor/Controller at: 1055 Monterey Room D220, San Luis
Obispo, CA 93408. Contractor shall prepare invoices and deliver them, by first class mail,
email or fax to fiscal staff (provided no protected health information is included in the
invoice), semi-monthly for services provided hercunder to Behavioral Health Scrvices.
County shall pay to Contractor as compensation in full for all services performed by
Providers pursuant to this Contract, the following all inclusive rates in the following manner:

a. See Fee Schedule, Attachment 2, attached hereto.

b. Standard shifts as follows:

»  Standard Rates shall apply to shifts beginning at 8:00 a.m. and ending at 5:00 p.m.

» Overtime Call Rates shall apply to shifts beginning at 5:00 p.m. and ending at
8:00 a.m. Monday through Friday.,

«  Weeknight On-Call Rates shall apply to shifts beginning at 5:00 p.m. and ending
at 8:00 a.m. Monday through Friday.

» Weekend Call Rates shall apply to shifts beginning at 5:00 p.m. on Friday and
ending at §:00 a.m. on Monday. _

» Weckond Rates shall apply to 24-hour shifts beginning at 8:00 a.m. Saturday and
ending 8:00 a.m. Sunday and/or beginning at 8:00 a.m. Sunday and ending 8:00
a.m. Monday.

» Holiday Rates shall apply to shifts beginning at 8:00 a.m. the day of the holiday
and ending at 800 a.m. the following day.

¢. If applicable, should both parties exercise the right to renew this Contract as described in
Exhibits C and D, the maximum fund amount for this Contract/these Contracts in total
per renewal term is identical to the maximum fund amount in FY 2016-17 unless the
Parties agree otherwise pursuant to Paragraph 30 of Exhibit D, Delegation of Authority.
2. Billing,

Contractor shall bill County for services provided under this Contract as follows: For all
services in a calendar month, Contractor shall invoice County by the 30th day of the following
calendar month. The invoice shall be itemized, client by client, showing each clisnt’s number of
client days, the client day rate, and the offsctting revenues from that client (e.g., SSI payment).
The invoice shall also contain the client’s admission date and previous history of client days,
previously applicd offSetting revenues, and previous payments made by County. In short, it will
be a running total for each client. Bach client’s account shall commence on a separate page of
Contractor’s letterhead so that no other client’s information can be observed on the invoice.

3. Documentation,

If County deems applicable, as part of the monthly inveicing process, Contractor shall
provide, with each monthly invoice, documentation pertaining to client services provided during
the invoiced month, as per any special requirements needed by third party payors or tederal or
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state funding agencies. Contractor will provide documentation as per County guidelines, which
can be found at

http://www.slocounty.ca.gov/health/Health Asency Support Page for Contractors _and Netwo
tlk Providers.htm

4. Payments.

County shall, within. thirty (30) days following teceipt of a correct monthly invoice meeting
all criteria in this Contract, pay the undisputed charges on the invoice. If there are any disputed
charges on the invoice, County shall include the cxplanation of the nature of the dispute with the
payment for the undisputed charges. The parties shall cxchange any information needed to
resolve the dispute within a reasonable time. '

5, Audit Risl,

In the case that Contractor provided services arc billed by the County to Medi-Cal,
Contractor agrees to accept risk for Medi-Cal exceptions rclated to deficiencics in documentation
or any other areas of responsibility to County to the extent allowed by law, Contractor further
agrees to be responsible for reimbursing County any revenues to be paid to the State or Federal
government, including but not limited to exceptions resulting from Medi-Cal audit, or as
identified through utilization review and medical review by insurance carriers or other auditors,
Said reimbursements shall include all lost revenues, damages of any kind, costs and attorncy fees
incurred by the County, and other charges assessed against the County to the full extent allowed
by law.

Furthermore, County shall provide Contractor a process for appealing or disputing Medi-Cal
exceptions or deficiencies demonstrated specifically attributable to Contractor by the County,
Reimbursement to the County by Contractor shall not be required until the completion of the
appeal or dispute resolution process.

County may deduct any such funds from other payments to Contractor if County includes a
description of the basis for the deduction with its payment.
6. Withholding Payment.

In addition to withholding payment due to disputed charges on an invoice, County shall have
the right to withhold payment to Contractor under the following conditions:

a. Contractor has not documented or has not sufficiently documented Contractor’s servicos
according to client records standards of the industry and any special requirements needed
by third party payors or federal or state funding agencies.

b. Contractor has failed or refused to furnish information or cooperate with any inspection,
review or audit of Contractor’s program or County’s use of Contractor’s program, This
includes interviews or reviews of records in any form of information storage.

¢. Contractor has failed to sofficiently itemize or document the itemized invoice.

d. Contractor’s performance, in whole or in part, has not been sufficiently documented,
County has the right to withhold payment to the Contractor, when, in the opinion of the
County, and expressed in writing to the Contractor.
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EXHIBIT C
CONTRACT FOR BEHAVIORAL HEALTH SERVICES

DURATION AND EFFECTIVE DATE

1. Effective Date.

This Contract shall be effective as of the date this Contract is signed by the Board of
Supervisors for the County of San Luis Obispo, and that signature shall be the last to sign.

2. Service Date,

a. Services shall commence on or after August 1, 2016 and shall end upon the end of the
duration date

b. The County Board of Supervisors specifically acknowledges that in anticipation of
execution of this confract, services within the scope of this contract may have been
provided in reliance on assurances that this contract would be executed by the pattics on
the effective date. The services may have been rendered from August 1, 2016 to the date
the Parties are executing this contract and which were intended in the best interest of the
public health and welfare. The Board of Supervisors expressly authorizes the retroactive
effective date under this contract to August 1, 2016. The Board of Supervisors also
expressly authorizes payment for those services accepted by the County at the same rates
and under the same terms and conditions as stated in this contract, even though this
contract is being signed aftcr August 1, 2016.

¢. Ifany services from August 1, 2016 until the effective date have heen paid by a purchase
order via the County Purchasing Agent, that amount shall be deducted from the
maximuim allowed cxpenditure under Paragraph 1.a of Exhibit B of this contract.

3. Duration Date,

This contract shall remain in effect from the effective date stated above until June 30, 2017,
unless terminated sooner pursuant to Sections 6 or 7 of Exhibit D or renewed pursuant to Section
4 of this Exhibit.

4. Option to Renew for One Year

By mutual agreement of the County and Contractor, this Contract may be rencwed for up to,
but no more than, one (1) successive one-year rencwal terms beginning immediately upon the
expiration of the Contract’s initial one-ycar term. Each such one-year renowal shall be made in
writing. The Health Agency Director or his designec is hereby delegated the authority to
determine whether to renew this Contract without additional approval by the Board of
Supervisors, so long as the renewal is in writing, approved as to form and legality by County
Counsel, and consistent with the limits described in Section 30 of Exhibit D, Delegation of
Authority.
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EXHIBIT D
CONTRACT FOR BEHAVIORAL HEALTH SERVICES

GENERAL CONDITIONS

1. Independent Contractor.

Contractor shall be deemed to be an independent contractor of County. Nothing in this
contract shall be construed as creating an employer-employee relationship, partnership ot a joint
venture relationship.  Nothing in this contract authorizes or permits the County to exercise
discretion or control over the professional manner in which Contractor provides services,
Contractor’s services shall be provided in a manner consistont with all applicable standards and
regulations governing such services.

2. No Eligibility for Fringe Benefits.

Contractor understands and agrees that Contractor and its personnel are not, and will not be,
eligible for membership in or any benefits from any County group plan for hospital, surgical, or
medical insurance, or for membership in any County retirement program, or for paid vacation,
paid sick leave, or other lcave, with or without pay, or for any other benefit which accrues to a
County employee.

3. Warranty of Contractor for Provision of Services.

Contractor shall obtain and shall keep in full force and effect during the term of this Contract
all permits, registrations and licenses necessary to accomplish the work specified in the Contract,
Contractor shall furnish qualified professional personncl as prescribed by Title 9 of the
California Code of Regulations, the Business and Professions Code, and all other applicable laws
for the type of services rendered under this Contract. Contractor warrants that it, and each of the
personnel employed or otherwise retained by Contractor, will at all times, to the extent required
by law, be properly cortified and licensed throughout the entire duration of this Contract under
the local, state and federal laws and regulations applicable to the provision of scrvices herein.

4. Warranty of Contracfor re Compliance with all Laws.

Contractor shall keep informed of, observe, comply with, and cause all of its agents and
persomnel to observe and comply with all laws, rules, regulations, and administrative
requircments adopted by federal, state, and local governments which in any way affect the
conduct of work under this Contract. If any conflict arises betwoen provisions of the scope of
work or specifications in this Contract and any law, then the Contractor shall mmediately notify
the County in writing,

5. Power and Authority of Contractor.,

If the Contractor is a corporation, Contractor represents and warrants that it is and will
remain, throughout the term of this Contract, either a duly organized, validly existing California
corporation in good standing under the laws of the Statc of California or a duly organized,
validly existing foreign corporation in good standing in the state of incorporation and authorized
to transact business in the State of California.
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6. Termination for Cause.

If the County determines that therc has been a material breach of this Contract by
Independent Contractor that poses a threat to health and safety, the County may immediately
terminate the Contract. In addition, if any of the following occur, County shall have the right to
terminate this Contract effective immediately upon giving written notice to the Independent
Contractor:

Contractor fails to perform his duties to the satisfaction of the County; or

b. Contractor fails to fulfill in a timely and professional manner his obli gations under this
Conlract; or

¢. Contractor fails to cxercise good behavior either during or outside of working hours that
is of such a nature as to bring discredit upon the County; or

d. Any requisite licenses or certifications held by Contractor are terminated, suspended,
reduced, or restricted; or

¢. Contractor has not, to the satisfaction of the County, documented or has not sufficiently
documented services provided by Contractor, which includes without limitation, failure
to meet industry standards or failure to satisfy any special requirements needed by third
party payors or federal or state funding agencies; or.

f. Contractor has failed or refused to furnish information or cooperate with any inspection,
review or audit of Contractor’s progtam or County's use of Contractor's program, This
includes interviews or reviews of records in any form of information storage; or

g. Contractor fails to comply with any provision of the Mental Health Compliance Plan,
Cultural Compcetence Plan, and Code of Ethics,

All obligations to provide services shall automatically terminate on the effective date of
termination,

For all other material breaches of this Contract, County must give Contractor written notice
sctting forth the nature of the breach. If Contractor fails to remedy said breach within ten (10)
days from the date of the written notice, County may terminate the Contract. Contractor shall
thereafter have no further rights, powers, or privileges against County under or arising out of this
Contract,

In the cvent a breach does not result in termination, but does result in costs being incurred by
County, said costs shall be charged to and paid by Independent Contractor, which costs may
include, but are not limited to, costs incurred by County in investigating and communicating with
Contractor regarding said breacl, including staff time.

7. Termination for Convenicnce.

Either party may tcrminate this Contract at any time by giving the other party at least 30
calendar days’ written notice of termination for convenience (“Notice of Termination for
Convenience”). Termination for convenience shall be effective at 11:59 p.m., Pacific Standard
Time, on the intended date for termination (the “Termination Date”). The terminating party shall
deliver to the other party a notice specifying the date upon which such termination will become
effective, which shall be at least 30 calendar days after the date of the notice.
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Termination for convenience shall have no effect upon the rights and obligations of the
parties arising out of any services, which were provided prior to the effective date of such
termination. Confractor shall be paid for all work satisfactorily completed prior to the effective
date of termination. After recciving a Notice of Termination for Convenience, Contractor shall,
unless directed by County, place no further subcontracts for services or materials, terminate all
subcontracts to the extent they relate to the work terminated, and settle all outstanding liabilities
arising from the termination of subcontracts.

Noither this section nor Section 6 of this Exhibit apply to a decision by either party not to
exercise an option to renew this contract.

8. Power to Terminate.

Termination of this Contract may be effectuated by the Health Agency Director without the
need for action, approval, or ratification by the Board of Supervisors.

9. Non-Assignment of Contract.

Tnasmuch as this Contract is intended to secure the specialized services of the Contractor,
Contractor shall not delegate, assign, or otherwise transfer in whole or in part its rights or
obligations under this contract without the prior written consent of County.  Any such
assignment, transfer, or delegation without the County’s prior written consent shall be null and
void.

10, Entire Agreement and Modifications.

This Contract supcrsedes all previous contracts between the parties hereto on the same
subject matter and constitutes the entire understanding of the parties hereto on the subject matter
of this Contract. Contractor shall be entitled to no other bencfits than those specified herein. No
changes, amendments or alterations shall be effective unless in writing and signed by both
partics. Contractor specifically acknowledges that in entering into and executing this contract,
Contractor relies solely upon the provisions contained in this Contract and no others.

11. Governing Law and Venue.

This Contract shall be governed by, and construed in accordance with, the laws of the State
of California, without regard to its conflict of laws provisions. All of the parties’ rights and
obligations created hereunder shall be performed in the County of San Luis Obispo, State of
California and such County shall be the venue for any action or proceeding that may be brought,
or arise out of, this contract.

12. Waiver.

No delay or failure on the part of any party hereto in exercising any right, power or privilege
under this Contract shall impair any such tight power or privilege or be construed as a waiver of
any default or any acquiescence therein. No single or partial exercise of any such right, power or
privilege shall preclude the further exercise of such right power or privilege ot the exercise of
any other right, power or privilege. No waiver shall be valid unless made in writing and signed
by the party against whom enforcement of such waiver is sought and then only to the extent
expressly specified therein,

13. Severability.

The Contractor agrees that if any provision of this Contract is found to be invalid, illegal or
unenforceable, such term or provision shall be deemed stricken and the remainder of the
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Contract shall remain in full force and effect. Upon determination that any torm or provision is
invalid, illegal or unenforceable, the parties shall negotiate in good faith to modify this contract
so as fo affect the original intent of the parties as closely as possible.

14, Nondiscrimination.

Contractor agrees that it will abide by all Federal and State labor and employment laws and
regulations pertaining to unlawful discrimination prohibiting discrimination against any
employee or applicant for employment because of race, color, religion, sexual orientation,
disability or national origin, and those conditions contained in Presidential Executive Order
number 11246.

15, Notices.

All notices given or made pursuant hercto shall be in writing and shall be deemed to have
been duly given if delivered personally, mailed by registered or certified mail (postage paid,
return reccipt requested) or sent by a nationally recognized overnight couricr (providing proof of
delivery) to the parties at the following addresses or sent by elcctronic transmission to the
following facsimile numbers (or at such other address or facsimile number for a party as shall be
specified by like notice):

Anne Robin, LMFT

Behavioral Health Services Administrator
2180 Johnson Avenue

San Luis Obispo, CA 93401-4535

And to Contractor at;

Adam Exum

General Manager, COO
3500 W, Olive Ave., Ste. 300
Burbank, CA 91505

Any such notice shall be deemed to have been received if: (a) in the casc of personal delivery
or facsimile transmission with confirmation retained, on the date of such delivery or
transmission; (b) in the case of nationally recognized overnight courier, on the next business day
after the date sent; (3) in the case of mailing, on the third business day following posting,

16. Inspection Rights.

The Contractor shall allow the County and all other federal, state, and local governmental
agencies to inspect or otherwise evaluate the quality, appropriateness, and timeliness of services
performed under this Contract and to inspect, evaluate and audit any and all books, records, and
facilities maintained by Contractor and subcontractors, pertaining to such servicc at any time
during normal business hours. Books and records include, without limitation, all physical
records originated or prepared pursuant fo the performance under this Contract including worlk
papers, reports, financial records and books of account. Upon request, at any time during the
period of this Contract, and for a period of five years thereafter, the Contractor shall furnish any
such record, or copy thetcof, to County.
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Contractor shall include a provision granting similar authorization in each of its contracts
with any subcontractors.

17. Headings.

The headings contained in this Contract are for reference purposes only and shall not affect
in any way the meaning or interpretation of this Contract,

18. Signatory Authority.

Contractor warrants that it has full power and authority to enter into and perform this
Contract, and the person signing this Contract warrants that he/she has becn properly authorized
and empowered to enter into this Contract,

19, Indemnification.

To the fullest extent permitted by law, Contractor shail indemnify, defend, and hold harmless
the County and its officers, agents, employees, and volunteers from and against all claims,
demands, damages, liabilities, loss, costs, and expense (including attorney’s fees and costs of
litigation) of every nature arising out of or in connection with Contractor’s performance or
attempted performance of work hereunder or its failure to comply with any of its obligations
contained in the agrecment, except such loss or damage which was caused by sole negligence or
willful misconduet of the County.

20, Insurance,

Confractor shall procure and maintain for the duration of the contract insurance against
claims for injuries to persons or damages to property which may arise from or in connection with
the performance of the work herecunder by the Contractor, its agents, representatives, or
employees.

MINIMUM SCOPE AND LIMIT OF INSURANCE.

Coverage should be at least as broad as:

a. Commercial General Liability (CGL): Insurance Services Office (ISO) Form CG 00 01
covering CGL on an "occurrence" basis for bodily injury and property damage, including
products-completed operations, personal injury and advertising injury, with limits no less
than $1,000,000 per occurrence. If a general aggregate limit applics, either the general
aggrogate limit shall apply separately to this project/location or the general aggregate
limit shall be twice the required occurrence Hmit.

b. Autemobile Liability, if applicable: ISO Form Number CA 0001 covering, Code 1 (any
auto), or if Contractor has no owned autos, Code 8 (hired) and 9 (non-owned), with limit
1o less than $1,000,000 per accident for bodily injury and property damage.

G

Workers' Compensation, if applicable: insurance as required by the State of California,
with Statutory Limits, and Employer's Liability Insurance with limit of no less than
$1,000,000 per aceident for bodily injury or disease. If Contractor will provide leased
employees, of, is an employee lcasing or temporary staffing firm or a professional
employer organization (PEO), coverage shall also include an Alternate Employer
Endorsement (providing scope of coverage equivalent to ISO policy form WC 00 03 01
A) naming the County as the Alternate Employer, and the endorsement form shall be
modified to provide that County will receive not lcss than thirty (30) days advance
written notice of canccllation of this coverage provision. If applicable to Contractor’s
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operations, coverage also shall be arranged to satisfy the requirements of any fedcral
workers or workmen’s compensation law or any federal occupational disease law.

(Not required if Contractor provides written verification it has no employees)

Sexual Misconduct Liability, if applicable: Insurance covering actual or alleged claims
for sexual misconduct and/or molestation with limits of not less than $2 million per claim
and $2 million aggregate, and claims for negligont employment, investigation,
supervision, fraining or retention of, or failure to report to proper authorities, a person(s)
who committed any act of abuse, molestation, harassment, mistreatment or maltreatment
of a sexual nature.

Professional Liability/Errors and Omissions: Insurance covering Confractor's liability
arising from or related to this Contract, with limits of not less than $1 million per claim
and $2 million aggregate. Further, Contractor understands and agrees it shall maintain
such coverage for a period of not less than threc (3) years following this Agreement's
cxpiration, termination or cancellation.

Additional Insurcd Status: The County, its officers, officials, employees, and
volunteers are to be covered as insureds on the auto policy with respect to liability arising
out of automobiles owned, leased, hired or borrowed by or on bchalf of the Contractor;
and on the CGL policy with respect to liability arising out of work or operations
performed by or on behalf of the Contractor including materials, parts, or equipment
furnished in connection with such work or operations. General liability coverage can be
provided in the form of an endorsement to the Contractor's insurance (at least as broad as
ISO Form CG 20 10, 11 85 or both CG 20 10 and CG 23 37 forms if later revisions used).

Primary Coverage: For any claims rolated to this contract, the Contractor's insurance
coverage shall be primary insurance as respects the County, its officers, officials,
employees, and voluntcers. Any insurance or self-insurance maintained by the County, its
officers, officials, employees, or volunteers shall be excess of the Contractor's insurance
and shall not contribute with it.

Notice of Cancellation: Each insurance policy required above shall state that coverage
shall not be canceled, except after thirty (30) days' prior written notice (10 days for non-
payment) has been given to the County,

Failare to Maintain Insurance: Contractor’s failure to maintain or to provide
acceptable evidence that it maintains the required insurance shall constitute a material
breach of the Contract, upon which the County immediately may withhold payments due
to Contractor, and/or suspend or terminate this Contract. The County, at its sole
discretion, may obtain damages from Contractor resulting from said breach,

Waiver of Subrogation: Contractor hereby grants to County a waiver of any right to
subrogation which any insurer of said Contractor may acquire against the County by
virtue of the payment of any loss under such insurance. Contractor agrees to obtain any
cndorsement that may be necessary to affect this waiver of subrogation, but this provision
applies regardless of whether or not the County has received a waiver of subrogation
endorsement from the insurer,

Deductibles and Self-Insured Retentions: Any deductibles or self-insured retentions
must be declared to and approved by the County. The County may require the Contractor
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to provide proof of ability to pay losses and related investigations, claim administration,
and defense expenses within the retention.

. Acceptability of Insurers: Insurance is to be placed with insurers with a current A.M.
Best's rating of no less than A:VII, unless otherwise acceptable to the County.

m. Claims Made Policies: If any of the required policies provide coverage on a claims-
made basis:

1) The Retroactive Date must be shown and must be before the date of the contract or
the beginning of contract work.

2) Insurance must be maintained and evidence of insurance must be provided for at least
five (5) years after completion of the contract of work

3) If coverage is canceled or non-renewed, and not replaced with another elaims-made
policy form with a Retroactive Date prior to the contract effective date, the Contractor
must purchase "extended toporting" coverage for a minimum of five (5) years aftor
completion of contract work,

n. Separation of Insureds: All liability policies shall provide cross-liability coverage as
would be afforded by the standard ISO (Insurance Services Office, Inc.) separation of
insurcds provision with no insured versus insured exclusions or limitations,

0. Veritication of Coverage: Contractor shall furnish the County with ori ginal certificates
and amendatory endorsements or copies of the applicable policy langnage effecting
covetage required by this clause. All certificates and endorsements are to be received and
approved by the County before work commences. However, failure to obtain the required
documents prior to the work beginning shall not waive the Contractot's obligation o
provide them. The County reserves the right to require complete, certified copies of all
required insurance policies, including endorsements required by these specifications, at
any time.

p. Certificates and copies of any required endorsements shall be sent to:

San Luis Obispo County Behavioral Health

Fiscal Department

2180 Johnson Avenue

San Luis Obispo, CA 93401

Attention: Name and Title of Department Contract

21. Nonappropriation of Funds.

During the term of this Contract, if the State or any federal government terminatcs or reduces
it’s funding to County for services that are to be provided undet this Contract, then County may
clect to terminate this Contract by giving written notice of termination to Contractor effectively
immediately or on such other datc as County specifies in the notice. In the event thaf the term of
this Contract extends into fiscal year subsequent to that in which it was approved by the County,
continuation of the Contract is contingent on the appropriation of funds by the San Luis Obispo
County Board of Supervisors or, if applicable, provision of Statc or Federal funding source. If
County notifies Contractor in writing that the funds for this Contract have not been appropriated
or provided, this Contract will terorinate. In such an event, the County shall have no further
liability to pay any funds to the Contractor or to furnish any other consideration under this
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Contract, and the Contractor shall not be obligated to perform any provisions of this Contract or
to provide setvices intended to be funded pursuant to this Contract. If partial funds are
appropriated ot provided, the County shall have the option to eithcr terminate this Contract with
no liability to the County or offer a Contract amendment to the Contractor to reflect the reduced
amount.

22. Force Majeure.

Neither the County nor the Contractor shall be deemed in default in the performance of the
terms of this contract if either party is prevented from performing the terms of this Contract by
causes beyond its control, including without limitation: acts of God; rulings or decisions by
municipal, Fedcral, States or other governmental bodics; any laws or regulations of such
municipal, Federal, States or other governmental bodies; or any catastrophe resulting from flood,
fire, explosion, or other causes beyond the control of the defaulting party. Any party delayed by
force majeure shall as soon as teasonably possible give the other party written notice of the
delay. The party delayed shall use rcasonable diligence to correct the cause of the delay, if
correctable, and if the condition that caused the delay is corrected, the party delayed shall
immediately give the other parties written notice thereof and shall resume performance under
this Contract.

23. Fiscal Controls.

Contractor shall adhere to the accounting requirements, financial reporting, and internal
control standards as described in the Auditor-Controller Contract Accounting and Administration
Handbook, (Handbook) which contains the minimum required procedurcs and controls that must
employed by Contractor’s accounting and financial reporting system, and which is incorporated
herein by reference. The handbook may be modified from time to time and contractor shall
comply with modifications from and after the date modified. Contractor shall require
subcontractors to adhere to the Handbook for any scrvices funded through this contract, unless
otherwise agreed upon in writing by County.

a. The Handbook is available at http://www slocounty.ca.gov/AC/, under Policies and
Procedures or at the Auditor-Controller’s Office, 1055 Monterey Street Room D220,
County Government Centcr, San Luis Obispo CA, 93408,

b. The Office of Management and Budget (OMB) circulars are available at
bttp://www.whitehouse. gov/omb/circulars.

24. Inspection or Audit of Records by Local, State or Federal Agency.

Unless a longer period is required by law, pursuant to California Government Code section
8546.7, every County contract involving the expenditure of funds in excess of ten thousand
dollars ($10,000) is subject to cxamination and audit of the State Auditor for a period of three
years alter final payment under the contract.

Additionally, the Contractor shall allow the County, State Department of Health Care
Services (DHCS), United States Department of Health and Human Services (HHS), the
Comptroller General of the United States (Government Accountability Office, GAQ), and other
authorized federal and state agencies, or their duly authorized representatives, to inspect or
otherwise evaluate the quality, appropriateness, and timeliness of services performed under this
Contract and to inspect, evatuate and audit any and all books, records, and facilities maintained
by Contractor, pertaining to such service at any time during normal business hours. Books and
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records include, without limitation, all physical records originated or prepared pursuant to the
performance under this Contract including work papers, reports, financial records, books of
account, bencficiary rccords, prescription files, and any other documentation pertaining to
covered services and other related services for beneficiaries. Upon request, at any time during
the period of this Contract, and for a period of five years thereafter, the Contractor shall furnish
any such record, or copy thereof, to County, State DHCS, HHS, or GAO as requested.

25, Nondisclosure.

All reports, information, documents, or any other materials prepared by Contractor under this
Contract are the property of the County unless otherwise provided herein. Such reports,
information, documents and other materials shall not be disclosed by Contractor without
County’s prior written consent. Any requests for information shall be forwarded to County
along with all copies of the information requested. County shall make sole decision whether and
how to release information according to law.

26, Conflict of Intercst.

Contractor acknowledges that Contractor is aware of and understands the provisions of
Sections 1090 et seq. and 87100 et seq. of the Government Code, which relate to conflict of
~ interest of public officers and employees, Contractor certifies that Contractor is unawarc of any
financial or economic intorest of any public officer or employee of the County relating to this
Contract. Contractor agrees to comply with applicable requirements of Government Code
Section 87100 et seq. during the term of this Contract.

27. Immigration Reform and Control Act.

Contractor acknowledges that Contractor, and all subcontractors hired by Contractor to
perform services under this Contract are aware of and understand the Immigration Reform and
Control Act (“IRCA”) of 1986, Public Law 99-603. Contractor certifics that Contractor is and
shall remain in compliance with ICRA and shall ensure that any subcontractors hired by
Contractor to perform services under this Contract are in compliance with IRCA.

28, Third Party Beneficiaries.

It is expressly understood that the enforcement of the terms and conditions and all rights of
action related to enforcement, shall be strictly reserved to County and Contractor. Nothing
contained in this contract shall give or allow and claim or right of action whatsoever by any other
third person.

29. Tax Information Reporting,

Upon request, Contractor shall submit its tax identification number or social sceurity number,
whichever is applicable, in the form of a signed W-9 form, to facilitate appropriate fiscal
management and reporting.

30, Delegation of Authority.

The component of services covered in this Contract and the related compensation ratcs are
anticipated types and rates for services. Accordingly, the Board of Supervisors delcgates to the
Health Agency Director or desighee the authority to amend this Contract to exchange, delete, or
add to the types of services and/or to increase compensation to Contractor up to the change order
limits specitied in the County’s Contracting for Services Policy.

Page 17 0f 40




ExMed, Inc, Contract 'Y 2016-17

Any amendment made pursuant to a delegation of authority will only be effective if, prior to
the commencement of services or extension of said Contract, the amendment is memorialized in
writing, is approved by County Counsel, and is signed by the Health Agency Director or
designee and does not cxceed the change ordor limits. This delegation of authority is expressly
limited as stated herein.

The Board of Supervisors expressly delegates to the Health Agcucy Director or designee the
authority to decide whether to exercise the option to renew this agreement for two (2) one-year
periods pursuant to Exhibit C. The Health Agency Director is permitted to agree to any rate
change associated with a renewal of this contract so long as that rate change from the allowed
expenditure under the initial term of this Contract falls within the change order limits of the
County’s Confracting for Services Policy.
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EXHIBIT E
CONTRACT FOR BEHAVIORAL HEALTH SERVICES

SPECIAL CONDITIONS

1. Compliance with Health Care Laws.

Contractor agrees to abide by all applicable local, State and Federal laws, rules, regulations,
guidelings, and directives for the provision of services hereunder, including without limitation,
the applicable provisions of the Civil Code, Welfare and Institutions Code, the Health and Safety
Code, the Family Code, the California Code of Regulations, the Code of Federal Regulations,
and the Health Insurance Portability and Accountability Act, This obligation includes, without
limitation, meeting delivety of service requircments, guaranteeing all client’s rights provisions
are satisfied, and maintaining the confidentiality of patient records.

2. No Discrimination In Level Of Services.

As a condition for reimbursemont, Contractor shall provide to and ensure that clients served
under this Contract receive the same level of services as provided to all other clients served
regardless of status or source of funding,

3. Nondiscrimination.

Contractor shall comply with the provisions of Section 504 of the Rehabilitation Act of 1 973,
as amended pertaining to the prohibition of discrimination against qualificd handicapped persons
in all federally assisted programs or activities, as detailed in regulations signed by the Secretary
of Health and Human services, effective June 2, 1977, and found in the Federal Register,
Volume 42, No.86 dated May 4, 1977,

Contractor shall comply with the provisions of the Americans with Disabilities Act of 1990,
the Fair Employment and Housing Act (Government Code section 12900 et seq.} and the
applicable regulation promulgated thereunder (Title 2 Section 7285 et seq.) The Contractor shall
give written notice of its obligations under this clause to labor organizations with which they
have a collective bargaining ot other agreement.

Contractor shall not engage in any unlawful discriminatory practices in the admission of
beneficiaries, assignments of accommodations, access to programs or activities, treatment,
evaluation, employment of personnel, or in any other respect on the basis of race, color, gender,
religion, marital status, national origin, age, sexual preference or mental or physical handicap.

4. Quality Assurance,

Contractor agrees to conduct a program of quality assurance and program review that meets
all requirements of the State Department of Health Carc Services. Contractor agrees to
cooperate fully with program monitoring or other programs that may be established by County to
promote high standards of mental health care to clients at economical costs.

5. Compliance Certification.

Contractor will certify, on an annual basis that it has complied with the following elements of
this of this Contract:

Exhibit D.26; Conflict of Intercst
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Exhibit E.6.; Screening for Inspector Generals’ Excluded Provider List and Medi-Cal List of
Excluded Providers

Exhibit E.7.; Compliance Plan
Exhibit E.8.; Cultural Competence Plan
Exhibit E.11.Disclosures - Conviction of Crimes / Ownership Interest of Greater than 5%

Contractor will sign the Contractor Certification form in conjunction with signing this
Contract. The Contractor Cettification form has been approved by the Health Agency Director
and will be either provided with your contract or can be found at:

http://www.slocounty.ca.gov/health/Health Agency_Support_Page for Contractors and Netwo
tk_Providers.htm

6. Scrcening for Inspector Generals’ Excluded Provider List and Medi-Cal List of
Excluded Providers.

At the time of securing a new employec or service provider, Contractor shall conduct or
cause to be conducted a screening and provide documentation to County certifying that its new
employee or service provider is not listed on the Excluded Provider List of the Office of the
Inspector General or the Medi-Cal List of Excluded Providers. On a monthly basis, Contractor
shall conduct or cause to be conducted a screening of all employees, contractors or agents and
shall sign a certification documenting that neither Contractor nor any of its employees,
contractors or agents are listed on the Excluded Provider List of the Office of the Inspector
General or the Medi-Cal List of Excluded Providers,

7. Compliance Plan,

Contractor shall at a minimum, adopt and comply with all provisions of the latest version of
the Health Agency Compliance Plan and Code of Conduct-Contractor and Network Provider
Version (“Compliance Plan”). Contractor may adopt and comply with an alternate Compliance
Plan and Code of Conduct if granted written approval by the Health A gency Compliance Officer.
Contractor shall adopt effective measures to enforce compliance with the Compliance Plan by its
employecs, subcontractors and agents.

Within 30 calendar days of hire, and annually thereafier, Contractor, its employees,
contractors and agents shall read the latest edition of the Health Agency Compliance Plan and
Code of Ethics and complete related training provided by Contractor or the Health Agency.

Contractor shall maintain records providing signatures (either actual or electronic) from each
cmployee, contractor and agent stating that they read the Compliance Plan, completed the related
training and agree to abide by its contents. (Relias Learning or equivalent E-learning records are
sufficient to comply with this requirement)

The Compliance Plan and related training (YouTube video) may be found here:
hitp://www.slocounty.ca.gov/healtlyHealth_Agency Support Page for Contractors and Netwo
tk Providers.htm

8. Compliance with County Cultural Competence Plan.

Consistent with the County Cultural Competence Plan, Contractor will provide services that
meet the cultural, ethnic and linguistic backgrounds of their clients, including but not limited to,
access to services in the appropriate language and/or reflecting the appropriate culture or ethnic
group. Contractor will use professional skills, behaviors, and attitudes in its system that ensures
that the system, or thosc being seen in the system, will work effectively in a cross cultural
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environment. Contractor shall adopt effective measures to enforcc compliance with the Cultural
Competence Plan by its employees, subcontractors and agents.

Within 90 caleodar days of hire, and annually thereafter, Contractor, its employees,
contractors and agents shall read the latest edition of the Cultural Competence Employee
Information Pamphlet and complete related training provided by the Health Agency.

Contractor shall maintain records providing signatures (either actual or clectronic) from each
employee, contractor and agent stating that thoy read the Cultural Competence Employee
Information Pamphlet, completed the related training and agroe to abide by its contents, (Relias
Learning or cquivalent E-learning records are sufficient to comply with this requirement)

The Cultural Competence Employee Information Pamphlet may be found here;
http://www.slocounty.ca.gov/health/Health Agency Support Page for Contractors _and_Netwo
tk_Providers.htm

The Cultural Competence Plan may be found hcre:

hitp://www.slocounty.ca.gov/health/Health_Agency Support Page for Contractors and Netwo
tk_Providers.htm

9. Health Information Privacy and Security Policy and Training Program,

Contractor will provide health information privacy and security training to all cmployees as
required by Title 22 of the California Code of Regulations, the Health Information Portability
and Accountability Act of 1996, the California Medical Information Act, and as required by
County.

Within 15 calendar days of hire, and annually thereafter, Contractor, its employecs,
contractors and agents shall read the latest cdition of the Confidentiality Agreement and HIPAA
primer for Contractor Use, and complete related training provided by tho Health Agency.
Contractor may adopt and comply with an alternate Confidentiality Agreement, HIPAA Policy,
and related training if granted written approval by the Health Agency Compliance Officer.

Contractor shall maintain records providing signaturcs (either actual or electronic) from each
cmployee, contractor and agent stating that they read the Health Information Privacy and
Security Policy, completed the rclated training and agree to abide by its contents. (Rclias
Learning or equivalent B-learning records are sufficient to comply with this requircment)

The Health Information Privacy and Security Policy and Procedure may be found here:
http://www.slocounty.ca, gov/Asgsets/ MHS/Contractor+Support-+Documents/Health+ A gency-+Inf
ormationtPrivacy+and+Security+Policy+and-+Procedure---
+For+Conttractor-+rand+Networle-Provider+Use.pdf

The Confidentiality Agreement and HIPAA Primer for Contractor Use may be found here:
hitp://www.slocounty.ca.gov/Assets/ MHS/Contractor+Support+Documents/ Confidentiality+Ager
cementtand-+4-Page+HIPAA+Primer.pdf

10, Confidentiality.,

Contractor shall abide by all applicable Jocal, State and federal laws, rules, regulations,
guidelines, and directives regarding the confidentiality and security of patient information,
including without limitation, Sections14100.2 and 5328 et seq. of the Welfare and Institutions
Code Sections 14100 and 5328 et seq., Section 431.300 et seq. of Title 42 of the Code of Federal
Regulations, the Health Insurance Portability and Accountability Act (HIPAA) and its
impletnenting regulations, including but not limited to Title 45 CFR Parts 142, 160, 162 and 164,
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and the provisions of Exhibit F, and the Business Associate Agreemont attached to this Contract
and incorporated by this refercnce. Any conflict between the terms and conditions of this
Contract and the Business Associate Agreement are to be read so that the mote legally stringent
tetros and obligations of the Contractor shall control and be given cffect. Contractor shall not
disclosc, except as otherwisc specifically permitted by the Contract or authorized by the
client/pationt or the law, any such identitying information without prior written authotization in
accordance with State and Federal laws.

11. Disclosures

Pursuant to 42 CFR § 455.104 and 42 CFR § 455.106, Contractor will submit the disclosures
described in this section regarding the Contractor’s ownership and control and convictions of
crimes. Contractor must submit new or updated disclosurcs to the Health Ageney prior to
entering into or renewing the Contract. Contractor shall submit an updated disclosure to the
Health Agency within 35 calendar days of any change of ownership, conviction of crime by a
Contractor employee, or upon request of the Department. Disclosures to be provided:

5% or More Owncership Interest:

a. The name and address of any person (individual or corporation) with an ownership or
control intcrest in the contractor/network provider. The address for corporate cntities
shall include, as applicable, a primary business address, every business location, and a
P.O. Box address;

b. Date of birth and Social Security Number (in the case of an individual);

¢. Other tax identification number (in the case of a cotporation with an ownership or control
interest in the managed carc entity or in any subcontractor in which the managed carc
enfity has a 5 percent or more intcrest);

d. Whether the person (individual or corporation) with an ownership or control interest in
the contractor/network provider is related to another person with ownership or control
inferest in the same or any other network provider of the Health Agency as a spouse,
parent, child, or sibling; or whether the person (individual or corporation) with an
ownership ot control interest in any subcontractor in which the managed care entity has a
5 percent or more interest is related to another porson with ownership or control interest
in the managed care entity as a spouse, parent, child, or sibling;

¢. The name of any other disclosing entity in which the Contractor or subcontracting
network provider has an ownership or control interest; and

f. The name, address, date of birth, and Social Security Number of any managing employee
of the managed care entity.

Conviction of Crimes:

a. The identity of any person who is a managing employee of the Contractor who has been
convicted of a crime related to federal health care programs. (42 C.F.R. § 455.106(a)X1),

2).)

b, The identity of any person who is an agent of the Contractor who has been convicted of a
crime related to federal health care programs. (42 C.F.R. § 455.106(a)(1), (2).)
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¢. The Contractor shall supply the disclosures before entering into the contract and at any
time upon the County’s request.

d. Network providers should submit the same disclosures to the County regarding the
network providers’ criminal convictions. Network providers shall supply the disclosures
before entering into the contract and at any time upon the Department’s request.

The Health Agency Disclosure of Ownership Interest and Conviction of Crimes form can be

found at:

hitp:/www.slocounty.ca.gov/health/Health Agency Support Page for Contractors and Ne

twork Providers. htin

12. Record keeping and reporting of services,
Contractor shall:

a. Keop complete and accurate records for each client treated pursuant to this Contract,
which shall include, but not be limited to, diagnostic and evaluation studies, treatment
plans, medication log, progress notes, program compliance, outcome measurement and
records of services provided in sufficient detail to permit an evaluation of services
without prior notice. Such records shall comply with all applicable Federal, State, and
County record maintenance requitements

b. Submit informational reports as required by County on forms provided by or acceptable
to County with respect to Contractor's program, major incidents, and fiscal activities of
the program.

¢. Collect and provide County with all data and information County deems necessary for
County to satisfy Statc reporting requirements, which shall include, without limitation,
Medi-Cal Cost reports in accordance with Welfare and Institutions Code 5651(a)(4),
5664(a) and (b), 5705(b)(3), 5718(c) and guidelines established by DHCS. Said
information shall be due no later than 90 days after close of fiscal year of cach year,
unless a written extension is approved by the County. Contractor shall provide such
information in accordancc with the requirements of the Short-Doyle/Medi-Cal Cost
Reporting System Manual, applicable state manuals and/or training materials, and other
written guidelines that may be provided by County to Contractor.

13. State Audits.

Pursuant to California Code of Regulations, title 9, section 1810.380, Contractor shall be
subject to State oversight, including site visits and monitoring of data reports and claims
processing; and reviews of program and fiscal operations to verify that medically necessary
services are provide in compliance with said code and the contract between the State and County.
If the Contractor is determined to be out of compliance with State or Federal laws and
regulations, the State may require actions of the County to rectify any out of compliance issue,
which may include financial implications. Contractor agrees to be held responsible for their
portion of any action the State may imposc on the County.

14, Equipment.

Contractor shall furnish all personnel, supplies, equipment, telephone, furniture, utilities, and
quarters necessary for the performance of services pursuant to this Contract with the exception
of:

Page 23 of 40




ExMed, Inc, Contract FY 2016-17

a. All required Behavioral Health forms;

b. County may at its option and at County’s sole discretion, elect to provide certain
equipment which shall remain County property and be returned to the County upon
eatlier demand by or in no event later than the termination of the Contract. Contractor
may at its option use County provided equipment for non-County clients as long as the
equipment in any given instance is not for the sole use of non-Co unty clients,

15. Other Employment,

Contractor shall retain the right to provide services at another facility or to opcrate a separate
private practice; subject, however, to the conditions that:

a. No such private practice shall be conducted or selicited on County premises or from
County-referred clients,

b. Such other employment shall not conflict with the duties, or the time periods within
which to perform those duties, described in this Contract.

¢. The insurance coverage provided by the County or by the Contractor for the benefit of
the County herein is in no way applicable to or diminished by any other employment or
services not cxpressly set forth in this Contract.

16. State Department of Health Care Services Contract.

Contractor agrees that this Contract shall be governed by and construed in accordance with
the laws, regulations and contractual obligations of County under its agreement with the State
Department of Health Care Services to provide specialty mental health services to Medi-Cal
beneficiaries of San Luis Obispo County. (Medi-Cal Specialty Mental Health Services, Welfare
and Institutions Code section 57735).

17. Use of Information Provided by the Social Security Administration

Contractor shali comply with all conditions required under the Social Security
Administration agreement with the California Department of Health Care Services available at
http://www.slocounty.ca.gov/Assets/MHS/Contractor-+Support+Documents/Contract+Exhibit+G
+-tSSA-+tInformation+Security+Requirements. pdf

18. Placement Authority.

County will have sole and exclusive right to screen and approve or disapprove clients prior to
placement in Contractor’s facility. Approval must be obtained in writing by client’s case
manager or designee prior to placement under this Contract,

19. Licensc Information,

Contractor agrees that all facilities and staff including, but not limited to, all professional and
paraprofessional staff used to provide services will maintain throughout the term of this Contract,
such qualifications, licenses and/or permits as are tequired by state or local law. Contractor shall
provide County a list of all licensed persons who may be providing services under this Contract.
The list shall include the name, title, professional degree, license number, and NPI number.

20. Professional Licensing Waiver Requircments.

Contractor is required to comply with DMH Letier No 02-09 regarding waivers for
professional licensing of all psychologists, clinical social workers, or marriage and family
therapists cmployed by, or under contract to, County,
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21. Gifts,

Gifts may not be charged to this Contract, whether to Contractor staff or anyone e¢lse.
However, incentive items for youth clients used in a clinical behavioral modification program arc
allowed with clinical documentation and compliance with established County procedures,

22. Reports of Death, Injury, Damage or Abuse,

It the County discovers any practice, procedure, or policy of the Contractor which deviates
from the requirements of this Contract, violates federal or state law, threatens the success of the
program conducted pursuant to this Contract, jeopardizes the fiscal integrity of such program, or
comprormises the health or safety of recipients of service, County may require corrective action,
withhold payment in whole or in part, ot terminate this Contract immediately. 1If County notifies
Contractor that corrective action is tequired, Contractor shall promptly initiate and correct any
and all discrepancies, violations or deficiencies to the satisfaction of the County within thirty
(30) days, unless County notifies Contractor that it is necessary to make corrections at an earlier
date in order to protect the health and safety of recipients of service.

Contractor agrees to nofify the County immediately should Contractor be investigated,
charged, or convicted of a health care related offensc. During the pendency of any such
proceedings, Contractor shall keep the County fully informed about the status of such
proceedings and to consult with the County prior to taking any action which will directly impact
the County. This Contract may be terminated immediately by County upon the actual exclusion,
debarment, loss of licensure, or conviction of Contractor of a health care offense. Contractor
will indemnify, defend, and hold harmlcss the County for any loss or damage resulting from. the
conviction, debarment, or exclusion of Contract or subcontractors.

If Contractor is an in-patient facility, Contractor shall submit its patient admissions and
length of stay requests for utilization review through existing hospital systems or professional
standards review organizations.

REPORTS OF DEATH, INJURY, DAMAGE, OR ABUSE

a. Reports of Death, Injury, or Damage. If death, scrious personal injuty, or substantial
property damage ocour in connection with the performance of this Contract and involving
County’s clients, Contractor shall immediately notify the County’s Behavioral Health
Administrator by telephone. In addition, Contractor shalt promptly submit to County a
written report including: (1) the name and address of the injured /deceased person; (2) the
time and location of the incident; (3) the names and addresses of Contractor s employees
or agents who were involved with the incident; (4) the names of County employees, if
any, involved with the incident; and (5) a detailed description of the incident.

b. Child Abuse Reporting. Contractor shall cosure that all known or suspected instances of
child abuse or neglect are promptly reported to proper authorities as required by the Child
Abuse and Neglect Reporting Act, Penal Code § 11164, ct eq. Contractor shall require
that all of its employees, consultants, and agents performing services under this Contract
who are mandated reporters under the Act sign statements indicating that they know of
and will comply with the Act's reporting requirements

c. Elder Abuse Reporting. Contractor shall ensure that all known or suspected instances of
abuse or neglect of ¢lderly people 65 years of age or older and dependent adults age 18 or
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older are promptly reported to proper authorities as required by the Elder Abuse and
Dependent Adult Protection Act (Welfare and Institutions Code § 15600 Code, et seq.).
Contractor shall require that all of its employees, consultants, and agents performing
services under this Contract who are mandated reporters under the Act sign statements
indicating that they know of and will comply with the Act's reporting requirciments

23. Trafficking Victims Protection Act of 20600

Contractor shall comply with Section 106(g) of the Trafficking Victims Protection Act
(TVPA) of 2000 as amended (22 U.S.C. 7104(g)) as amended by section 1702. For full text:
http:/fuscode.house.gov/view.xhtml?req=granuleid: USC-prelim-title22-
section7104d&num=0&edition=prelim

24. Dviselosure of Unusual Incidents.

Contractor shall notify the County’s Behavioral Health Administrator, by telephone, of the
violation of any provision of this Contract within 24 hours of obtaining reasonable cause to
believe such a violation occurred. Notice of such violation shall be confirmed by deliver to the
County’s Behavioral Health Administrator, within 72 hours of obtaining a reasonable cause to
believe that such violation occurred, of a written notice which shall describe the violation in
detail. Contractor shall comply with state law and the County’s policies and requirements
concerning the reporting of unusual occurrences and incidents,

25, Standard for Security Configurations, if applicable.

a. Contractors accessing County’s electronic health records system shall abide by and
implement the standard Security Configurations below. The Coniractor shall confi gure
its computers with the applicable United States Government Configuration Baseline
(USGCB) and ensure that its computers have and maintain the latest operating system
patch level and anti-virus software level.

b. The Contractor shall apply approved security configurations to information technology
(IT) that is used to process information on behalf of County. The following security
configuration requirements apply: USGCB

¢. The Contractor shall ensure IT applications operated on behalf of the County are fully
functional and operate correctly on systems configured in accordance with the above
configuration requirements. The Contractor shall test applicable product versions with all
relevant and current updates and patches installed. The Contractor shall ensure cutrently
supported versions of information technology products met the latest USGCB major
version and subsequent major versions,

d. The Contractor shall ensure IT applications designed for end users run in the standard
user context without requiring elevated administrative privileges.

¢. The Contractor shall ensure hardware and software installation, operation, maintenance,
update, and patching will not alter the configuration settings or requirements specificd
above.

f. The Contractor shall ensure that its subconiractors (at all tiers) which perform work undet
this contract comply with the requirements contained in this clause.
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g. The Contractor shall ensure that computers which store PHI and/or PII locally have hard

drive encryption installed and enabled.

For those Contractors accessing County’s electronic health records system, County shall not
provide the Contractor with computer hardware support in conncction with the performance of
this Contract. The County shall provide the Contractor with necessary electronic health records
software support in connection with thc performance of this Contract. The County and
Contractor shall be aware of and cxclusively responsible for alf legal implications of the County
providing the Contractor with any Computer support in connection with the performance of this
contract.

206. Charitable Choice.

Contractor shall not use any money provided under this Contract for any inherently religious
activities such as worship, sectarian instruction, and proselytization. In regard to rendering
agsistance, Contractor shall not discriminate against an individual on the basis_of religion, a
religious belief, or refusal to actively participate in a religious practice. If an individual objects to
the religious character of a program, Contractor shall provide a secular alternative at no
unreasonable inconvenience or expensc to the individual or the County.

Contractor shall comply by 42 Code of Federal Regulations, Part 54.

a. Contractor shall submit documentation annually showing the total number of rcferrals
necessilated by religious objection to other alternative substance abuse activities. This
information must be submitted fo the County by Septcmber 1st of each year, mncluding the
September 1st after the termination of this Centract. The annual submission shall contain all
substantive information required by the County and be formatted in a manner prescribed by
Department of Healthcare Scrvices.
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EXHIBIT F
CONTRACT FOR BEHAVIORAL HEALTH SERVICES

BUSINESS ASSOCIATE AGREEMENT

General Provisions and Recitals.

A, All terms used, but not otherwise defined below herein, have the same meaning
as in the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), the
Health Information Technology for Economic and Clinical Health Act (“HITECH”), and
their implementing rcgulations at 45 CFR Parts 160 through 165 (“HIPAA regulations™)
(collectively along with state law privacy rules as “HIPAA laws™) as they may exist now
or be hereafter amended.

B. A business associate relationship under the HIPAA laws between Contractor and
County ariscs to the extent that Contractor performs, or delegates to subcontractors to
perform, functions or activities on behalf of County under the Agreement.

C. County wishes to disclose to Contractor certain information pursuant to the terms
of the Agreement, some of which may constitute Protected Health Information (“PHI™),
as defined by the HIPAA laws, to be used or disclosed in the course of providing
scrvices and activities pursuant to, and as set forth, in the Agreement.

D. The parties intend to protect the privacy and provide for the security of PHI that
may be created, received, maintained, transmitted, used, or disclosed pursuant to the
Agreement in compliance with the applicable standards, implementation specifications,
and requirements of the HIPAA laws.

E. The HIPAA Privacy and Security rules apply to Contractor in the same manncr
as they apply to County. Contractor agrees therefore to be in compliance at all times
with the terms of this Business Associate Agreement and the applicable standards,
implementation specifications, and requirements of the Privacy and the Security rules
with respect to PHI and electronic PHI created, received, maintained, transmitted, used,
or disclosed pursuant to the Agreement.

Definitions.

A. “Adwinistrative Safeguards” arc administrative actions, and policies and
procedures, to manage the selcction, development, implementation, and maintenance of
security measures to protect electronic PHI and to manage the conduct of Contractor’s
workforce in relation to the protection of that information.

B. “Agent” shall have the meaning as determined in accordance with the federal
commeon law of agency.

C. “Breach” means the acquisition, dccess, use, or disclosure of PHI in a manner not
permitted under the HIPAA laws which compromise the security or privacy of the PHI.

)] Breach cxcludes:
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(a) Any unintentional acquisition, access, or use of PHI by a
workforce member or person acting under the authority of Contractor or
County, if such acquisition, access, or use was made in good faith and
within the scope of authority and does not result in further usc or
disclosure in a manner not permitted under the Privacy Rule.

(b}  Any County PHI that has been inadvertently disclosed shall not be
further used or disclosed except in compliance with Taw.

(c) A disclosure of PHI where Contractor or County has a good faith
belief that an unauthorized person to whom the disclosure was made
would not reasonably have been able to retain such information,

2) Except as provided in paragraph (a) of this definition, an acquisition,
access, use, or disclosure of PHI in a manner not permitted under the HIPAA
Privacy Rule is prosumed to be a breach unless Contractor demonstrates that
there is a low probability that the PHI has becn compromised based on a risk
assessment of at least the following factors:

(a)  The nature and extent of the PHI involved, including the types of
identifiers and the likelihood of re-identification;

(b} The unauthorized person who used the PHI or to whom the
disclosure was made;

(c) Whether the PHI was actually acquired or viewed; and
(d)  Thc extent to which the risk to the PHI has been mitigated.

D. “County PHI” mecans either: (1) PHI disclosed by County to Contractor; or (2)
PHI created, received, maintained, or transmitted by Contractor pursuant to executing its
obligations under the Contract,

E. “Individual” shall have the meaning given to such term under the HIPAA
Privacy Rule in 45 CFR § 160.103 and shall include a person who qualifies as a personal
representative in accordance with 45 CFR § 164.502(g).

F. “Minimum Necessary” shall mean the Privacy Rule Standards in 45 CFR
§164.502(b) and §164.514(d)(1).

G. “Physical Safeguards” are physical mcasures, policies, and procedures to protect
Contractor’s electronic information systems and related buildings and equipment, from
natural and environmental hazards, and unauthorized intrusion required by the HIPAA
laws.

H. "Secretary” shall mean the Sccretary of the Department of Health and Human
Scrvices or his ot her designee.

Obligations and Activities of Contractor as a2 Business Associate,

A. Contractor agrees not to use or further disclose County PHI other than as
permitted or required by this Business Associate Agreement or as required by law.

B. Contractor agrees to use appropriate safeguards and other legally-required
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safeguards to prevent use or disclosute of County PHI other than as provided for by this
Business Associate Agreement.

C, Contractot agrees to comply with the HIPAA Security Rulc at Subpart C of 45
CFR Part 164 with respect to electronic County PHI.

D. Contractor agrees to mitigate, to the extent practicable, any harmful effect that is
knowrt to Contractor of a Use or Disclosute of County PHI by Contractor in violation of
the requirements of this Business Associate Agreement or HIPAA laws.

E. Contractor shall ensure that any Subcontractors that create, receive, maintain, or
transmit PHI on behalf of Contractor agree to the same restrictions and conditions that
apply through this Business Associate Agreement to Contractor with respect to such
information,

F. Contractor agrees to provide access, within ten (10) calendar days of receipt of a
written request by County, to PHI in a Designated Record Sct, to County or, as directed
by County, to an Individual in order to meet the requirements under 45 CFR § 164.524
or any other provision of the HIPAA laws.

G. Contractor agrees to make any amendment(s) to PHI in a Designated Record Set
that County directs or agrees o pursuant to 45 CFR § 164.526 at the request of County
or an Individual, within fiftcen (15) calendar days of receipt of said request by County.
Contractor agroes to notify County in writing no later than ten (10) calendar days after
said amendment is completed.

H. Contractor agrees to make internal practices, books, and records, including
policies and procedures, relating to the use and disclosure of PHI received from, or
created or received by Contractor on behalf of, County available to County and the
Secretary in a time and manner as determined by County or as designated by the
Secretary for purposes of the Sccretary determining County’s compliance with the
HIPAA laws.

I. Contractor agrees to document any Disclosures of County PHI that Contractor
creates, receives, maintains, or transmits on behalf of County, and to make information
related to such Disclosures available as would be required for County to respond to a
request by an Individual for an accounting of Disclosures of PHI in accordance with 45
CFR § 164.528.

J. Contractor agrees to provide County or an Individual, as directed by County, in a
time and manner to be determined by County, any information collected in accordance
with the Agreement, in order to permit County to respond to a requcst by an Individual
for an accounting of Disclosures of PHI in accordance with the HIPAA laws.

K. Contractor agrees that to the extent Contractor carries out County’s obligation
under the HIPAA laws Contractor will comply with the requirements of the HIPAA laws
that apply to County in the performance of such obligation.

L. Contractor shall honor all restrictions consistent with 45 C.F.R. §164.522 that the
County or the Individual makes the Contractor aware of, including the Individual’s right
to restrict certain disclosures of PHI to a health plan where the individual pays out of
pocket in full for the healthcare item or service, in accordance with HITECH Act
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Section 13405(a).

M. Contractor shall train and use reasonable measures to ensure compliance with the
requirements of this Business Associate Agreement by employees who assist in the
performance of functions or activities on behalf of County under this Contract and usc or
I_d]SClOSB protected juformation; and discipline employees who intentionally violate any
provisions,

N. Contractor agrees to report to County immediately any Use or Disclosure of PHI
not provided for by this Business Associate Agreement of which Contractor becomes
aware. Contractor must report to County Breaches of County PHI in accordance with
the HIPAA laws.

0. Contractor shall notify County within twenty-four (24) hours of discovering any
Sccurity Incident, including all data Breaches or compromises of County PHI, however,
both parties agrec to a delay in the notification if so advmed by a law enforcement
official pursuant to 45 CFR § 164.412.

1 A Breach shall be treated as discovered by Contractor as of the first day
on which such Breach is known to Contractor or, by excrcising reasonable
diligence, would have been known to Contractor.

(2) Contractor shall be deemed to have knowledge of a Breach, if the Breach
is known, or by exercising rcasonable diligence would have known, to any
person who is an ecmployee, officer, or other Agent of Contractor, as determined
by federal or state common law of agency.

3 Contractor’s initial notification shall be oral and followed by written
notification within 24 hours of the oral noetification.

(4) Oral notification shall be made to the HIPAA Privacy Officer by calling
805-781-4788 and to the HIPAA Security Officer by calling 805-781-4100.
Written notification shall be sent to the following address:

HIPAA Privacy Officer

San Luis Obispo County Health Agency
2180 Johnson Avenue

San Luis Obispo, CA 93401

Or by Email at: Privacy@co.slo.ca.us

3 Contractor’s notification shall include, to the extent possible:

(a) The identification of each Individual whose County PHI has been,
or is reasonably believed by Contractor to have been, accessed, acquired,
used, or disclosed during the Breach;

(b)  Any other information that County is required to include in the
notification to Individual under 45 CFR §164.404 (c) at the time
Contractor is required to notify County or promptly thereafier as this
information becomes available, cven after the regulatory sixty (60) day
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pertod set forth in 45 CFR § 164.410 (b) has elapsed, including:

] A briel description of what happened, including the date
of the Breach and the date of the discovery of the Breach, if
known;

(i) A description of the types of County PHI that were
involved in the Breach (such as whether full name, social security
number, date of birth, home address, account number, diagnosis,
disability code, or other types of information were involved);

(iiiy  Any steps lodividuals should take to protect themselves
from potential harm resulting from the Breach;

(iv) A brief description of what Contractor is doing to
investigatc the Breach, to mitigate harm to Individuals, and to
protect against any future Breaches; and

v) Contact procedures for Individuals to ask questions or
learn additional information, which shall include a tofl-free
tclephone number, an e-mail address, web sile, or postal address.

P. County may require Contractor to provide notice to the Individual as required in
45 CFR § 164.404, if it is reasonable to do so under the circumstances, at the sole
discretion of the County.

Q. In the event that Contractor is responsible for a Breach of County PHI in
violation of the HIPAA Privacy Rule, Contractor shall have the burden of demonstrating
that Contractor made all notifications fo County consistent with Paragraph O and as
required by the Breach notification regulations, or, in the alternative, that the acquisition,
access, use, or disclosure of PHI did not constitute a Breach.

R. Contractor shall maintain documentation of all required notifications to County
of a Breach or its risk assessment under 45 CFR § 164.402 to demonstrate that a Breach
did not occur.

S. Contractor shall provide County all specific and pertinent information about the
Breach, including the information listed above, if not yet provided, to permit County to
meet its notification obligations under Subpart D of 45 CFR Part 164 as soon as
practicable, but in no event later than ten (10) calendar days after Contractor’s initial
notice of the Breach to County.

T. Contractor shall continuc to provide all additional pertinent information about
the Breach to County as it may become available, in reporting increments of five (5)
business days after the last report to County. Contractor shall also respend in good faith
to any reasonable requcsts for further information, or follow-up information after report
to County, when such request is made by County.

U. Contractor shall bear all expense or other costs associated with the Breach and
shall reimburse County for all expenses County incurs in addressing the Breach and
consequences thercof, including costs of investigation, notification, remediation,
documentation or other costs associated with addressing the Breach.
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V. Contractor shall train and use cffective mcasures to ensure compliance with the
requirements of this Exhibit by employees who assist in the performance of functions or
activities on behalf of County under this Contract and use or disclose protected
information; and discipline employoes who intentionally or repeatedly violate any
provisions,

Permitted Use and Disclosure by Contractor.

A, Contractor may use or further disclose County PHI as necessary to perform
functions, activities, or services for, or on behalf of, County as specified in the
Agreement, provided that such use or Disclosure would not violate the HIPAA Privacy
Rule if donc by County except for the specific Uses and Disclosures set forth below.

1) Contractor may use County PHI, if necessary, for the proper management
and administration of Contractor or to carry out legal responsibilities of
Contractor.

(2) Contractor may disclose County PHI for the proper management and
administration of Contractor or to carry out the legal responsibilities of
Contractor, if:

(a)  The Disclosure is required by law; or

b Contractor obtains rcasonable assurances from the person to
whom the PHI is disclosed that it will be held confidentially and used or
further disclosed only as required by law or for the purposes for which it
was disclosed to thc person and the person immediately notifies
Contractor of any instance of which it is aware in which the
confidentiality of the information has been breached.

3) Contractor may use or further disclose County PHI to provide Data
Aggregation services relating to the Health Care Operations of Contractor.

B. Contractor shall make Uses, Disclosures, and requests for County PHI consistent
with the Minimwmn Necessary principle as defined herein,

C. Contractor may usc or disclose County PHI as required by law.

Obligations of County.

A, County shall notify Contractor of any limitation(s) in County’s notice of privacy
practices in accordance with 45 CFR § 164.520, to the extent that such limitation may
affect Contractor’s Use or Disclosure of PHL

B. County shall notify Contractor of any changes in, or revocation of, the
permission by an Individual to use or disclose his or her PHI, to the extent that such
changes may affect Contractor’s Use or Disclosure of PHI.

C. County shall notify Contractor of any restriction to the Use or Disclosure of PHI
that County has agreed to in accordance with 45 CFR § 164.522, to the extent that such
restriction may affect Contractor’s Use or Disclosure of PHI
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County shall not request Contractor to use or disclose PHI in any manner that

would not be permissible under the HIPAA Privacy Rule if done by County.

Business Associate Termination.

A,

Upon County’s knowledge of a material breach or violation by Contractot of the

requirements of this Business Associate Agreement, County shall:

B.

(1)  Provide an opportunity for Contractor to cure the material breach or end
the violation within thirty (30) business days; ot

2) Have the discretion to unilaterally and immediately terminate the
Agrecment, if Contractor is unwilling or unable to cure the material breach or
end the violation within (30) calendar days.

Upon termination of the Agreement, Contractor shall either destroy or return to

County all PHI Contractor received from County or Contractor created, maintained, or
received on behalf of County in conformity with the HIPAA Privacy Rule.

C.

1) This provision shall apply to all PHI that is in the possession of
Subcontractors or Agents of Contractor.

2) Contractor shall retain no copies of the PHL

(3) In the cvent that Contractor determines that returning or destroying the
PHI is not feasible, Contractor shall provide to County notification of the
conditions that make roturn or destruction infcasible. Upon determination by
County that return or destruction of PHI is infeasible, Contractor shall extend the
protections of this Business Associate Agreement to such PHI and Hmit further
Uscs and Disclosures of such PHI to thosc purposes that make the return or
destruction infeasible, for as long as Contractor maintains such PHI.

The obligations of this Business Associatc Agreement shail survive the

termination of the Contract.
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ATTACHMENT 1

Tele-Psychiatry HIPAA/HITECH Privasy and Security

Criteria Description

How Each Criteria is Addressed

ffAccess Control - Roe Based Access

™

N
The organization shall provide secue rmle-based Roles hased audess Is used ta ensurs the phiysioln has the most
account management. Privileges granted utitizing resttictive aimourt of furdtiomality necsssaty ki perfortn his ar
the prinziple of least privilege. fier role, Olwetvation rooths whete patlents are seen are glven

alow privileged actount role that cannot ba used to ssoalate
*degeritie faw user fofes ars defited and adininls iered. their privilegas or enable unauthorized features,
o R e e e aion A host role is provistoned and acuess to the hosf socounts s
* VT spedidl pablitation 140-53 » 1 soeriity sanbiols AC-2 restricted fo only authorzed quppiart |
pergannel,
Arather meohan ism in plage is the ability to malntain further
privacy by allowing the physician to loak the room, No partfes
Wilt berable to galn aceess to the rogm.onos the look Is
ehabled. Only the physicln s host can unlook ths roorn,
.

/Access Controi - Local Authentitation N
When provicing a leeal user nccess to ePIIT or FI Pravide passwoerd requitentent for both applicativn users and
data, the organization shaltemploy authantica- system adminfatrators.
tion for system wooess that s WIST Speeial L
Pubtication 300-63 compliant in accordance with - Exampile Users of thé swebsite have o minfmim password
the organizational selection ol kvel 2 or higher™, lenglh of § chagedsters. The wab sofver atiiniseators have a

minintum password length 6F 14 chathobers,
“note ppssword eomplexty, explration, Kstory rogurainaits )
I raspones Passwords for both the physiclan's computer and portal access
. A 16453 120 Authontienrlan use the Tollowintg minimun reguiremerits;
©PAL IGLHEGQNS Pnaswond Marugemnt = Minimurn Pastiord Lenpths 6 ehiescters
» T Sperkal pobliculion G094 ttactionle Awbenlication Cinideline * Password corlsin 1pperoase i lmvérqaée_ alphia chdtiotérs
System adminislzators have separale acdounis, Polisies restriat
-Support psteon il from acoedelny the-portdl whils a patient is
i the Ghveredtion roistn,
-).)
Access Cantroi - Retnole Authentication ——
When providing o remote vsor aocess lo ePUL ov Provide password requirommiciu Tor both npphcnuon users and
Pil data, the organization shall envploy multifae- systerni admmlsiratdra
tor aathentication for systan accoss thal s NFST i
Apecial Publication 30083 complisnt in accor- Exampq'e: Users Df the Wi';b.‘{it_e are restijoted fo mesessing the
demee with the orgenizational selection of lavel 3 slte. The weh server adiminisfratara Lititize One-Tie-Password
or level 4 (sg Two Fokor Authentication) Tokens witgh remotely managing the web server
= b 164312000 Antheidigation o :
* WISL Bpocial gnbllentlon %6k-63 Lleetrenle Aulkentication
Citieleline ‘))

HIRMYHITECH, page 1
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Tele-Psychiatry HIPAA/HITECH Privaey and Security

Criteria Description How Each Criteria is Addressed
Access Gartrol — Session Termination ~
The Informaticn system altomatically ferminates Seswions are ferniinated 15 iminutes after the last aitendee lomvey
or locks a remote session after the organization- the room of imntediately iithe TTagt of the rosm seleots “Tnd
defined time pericd of aclivity requiring ser Conlerenee oplion.” :
re-authentication,
1 v HIPAA RAL I LY Avlowntic Tnnefvity Logaey
v

f&\uclit & Accountability — Auditalife Events

The irformation system produces aucdit records Our gystenn qudlts usage. We oapture the obsarvation toom ID,
that contain sufficient inforrmation fo establish facility niame, heaith grouy hams, dste andtime staitad,
whal events atourrad, the sources of the evants, duration, and nurmber of aterdess.
anct the outeomes of the cvents {e.g, user ’
authentication, avcess to data, modification Additichally, we akso tapiure both pariles syster usernames,
of data). date and time started, date and time sided, duration, and
publie ID,
n ET#A A LGB0 ) Lug-in Mopilhejng
uHIZA A 160, 312603 Andit Clondrols

L.
W MLET spedul pobligntion $00-55 1 dod seonrity
: J1 contels AT

'/-Au(lit & Accountability - Analysis & Reporting ~
The arpumization regularly® reviewsianalyzes Currently there isne automation; repors ere generated
audit records for indications of inappropriate or memually

enusual activity, The organization investigates
SUSPIGIOUS activily or suspecled violations. (e.g,
logs are reviewsd daily, suspect activity is
immeiarely imvostigated).

‘nofe fraquency in lesponse

TN A LEBUSMIL D) Aclivily R esdew C.
O LBt 6L SOE(REY Seowrity Ineldent Frocedures . . j

Medla Protection - Media Storage . - ~

The organization protects portable iformation Mo ePHLPHT 1:af§<;t§s ihraegh our sy%[em Avpess to dny WMMLHR
gystem media® comtaining sensitive nformation atid/for otfer HIS systors i contiplled by the vHent,
with an appropriate cryptographle mechanisim,

T lapinps, bachap trpgs, USH thumb drives, CODYD, efe,

By 2 TIRAS LG 3ta1) Ancess Conlrol
Tl = EIRAA 16 21200231V Bncryplion

HIPAMHITECH, page 2
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Tele-Psychiatry HIPAA/HITECH Privacy and Security

Criteria Description
Media Protection — Sanitizatlon & Disposal

How Each Criteria is Addressed

The organization sanflizes identified information
system media, bolh paper and digital, prior to
disposal ar relense for reuse,

. + MiFna Lad 302 Medin Re-iee
A e HTA TR 31001 Lapossl

_anddor other HIS systems Is contralled by the olient.

~
o ¢PHUPHI pssss through vw systéw. Acvess to dny EMRBIR

A
Physicat Protection - Visitor Gontrol ™
The orgenization controls physical access to the Tele-Psychlatry servers are ldoated 1n secure
Infarrration systern by authenticating vigitors facilitles with restricled physical access.
bafore duthoiizingaceess to the facility where
lhe information system resides.

o EETAR 16 DI NI Accesd to Fnedllibes

o
Parsonnel Security - Screening ~,
“The organization. sereens individuals requiring All physivians perticipate In a gredenlialing screening procass.
access to sensitive information and informatiar Sefeohing procesy s oithér condacted by
gystems prior lo adthorizing access, the client before the physician beging providing setvices,
SN+ LIFA 1S4 AR AN Worklorce Soreeeing : )

. | A

Parsonnel Security — Termination ~

The organization terminates inforreation
syslarm anches upon termination of indivicduat
ermployment.

N e HRAA 164 Z0UG I R Worktares Toren lnarlon

Actess to the Tele-Peychiatry service is
revolked af the safllest prick to terminafion notifivation or
infiiediately proceeding terrinatian ristification.

Risk Management - Vulnerabllity Assessment:

. ™
The organization scans for vulnerabilifies in the Gurrehtly'daploy [P strvies, hel feir monitoring, and SEMP.
Infarrnation system at least atinually. -
v RS 0B NA) Risk Analysis
: y,

HIFAAHITECH, pege 3
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Tele-Psychiatry HIPAA/HITECH Privacy and Security

Criteria Description How Each Criteria s Addiessed
System & Communleation Protection — Application Partitioning

\

The infarmation system physically of Iogically Hateinial wel portals/parts dre separaied from the systems veod
separates usel fnterface services (eg,, public web to provitds the Tele-Peychialry services,

Pages) from mlomation storage and manago-

tent services (v, database syanagement).

[ = W speetal prblionives S00-53 vecomuneneod secnricy
coulinls 8C-2

j

P,Syste'm & Communication Protection — Boundary Protection ~
The irfarmation systern monltors and Fitowsills are in plate and. enly allow the minimal set of protoeols
cotdrols comnunications at the external necessary to provide sefvics avallabillty.

houndary of the information system and at

key irternal baundaries within the system

(eq.. Hrewall between internet facing samvers

and the internal natworl).

i = HTAL 164308 W DHNE ) Rlvk Managemenl
\ = T gpeclal pulilicubon B60-41 Gulielnes v Srewnlls

and firesall palicy

~System & Communication Profection ~ Transmission Gonfidentiallty

The infortnation system employs cryplographic Our selution uses 128-AlY enerypiion babveen. andpoints.
mechanisms ko prevent unauthorized disclosure of 256-AF3 encryvption i used intersally,
information cuilng transrmlesion unless otherwise :

| protected by atermative physical measure,

:. . A = FlfAA BGL 321N Trunemisdon Secanty
= HIPAA | 803000210V Enryplite

~System & Information Integrity — Flaw Remediation

The crganization installs newly released securily Bystems issced fo physiolans are provisioned to aulomatically
putehss, service packs, and hol Cixes on the © Install orifical and senurity updates.,

information syster bna rensonabls Ameframe®

(e, deployment complote within 30 days from

seturily palsh relesse),

*nole timeframe in response

= HIFAL 1640801 ) Bk Mansgenent

HIFAVHITECH, page 4
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Tele-Psychiatry HIPAA/HITECH Privacy and Security

Criteria Description How Each Criteria is Addressed

Bystam & lnformation Integrity - Malicious Code Protection ™
The organization employs malicious code protec- Bysters issued to physielang are provisioned with a myuktithroat
tior meshanisms at oriticat information system entivirle padkage. Detinition updates are soheduled every two
enlry mod exit pomts, sl al weorkstations. hours andweskly stans are schieduiléd. Password protection Is
servers, or mebile computing devices to detect enable-and must be ussd to cancel a soati, change parameters,
and eradicate malicious code {e.g, andvirg on or disable prataction.
mail gateways). :

= HITAA 1048003 I ] = Malicions Snftwenre

+

(-Sy;;tem and Information Integrity - Monitoring Tools and Tachniques Y

The organization employs tools and fechniques Currently deploy 108 services, net flow monitoving, and SNMP,
ta moniior eventa on the informatian system ta

detect aftacks™ and provide identification of

unauthorized use of the system (e, intrusion

detection gystems, Intrusfen prevention systems,

audit record menitering software, networls

monitoring solbware).

™If sofition fe & manuel provess plesse note frequency of
VI T PRSI SE

1 I A LEHB0REE G0 Ausbdly Reviow )

HIFAAHITEGH, page &
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ExMed, Inc. Conlract FY 2016-17

ATTACHMENT 2

Feo Seheduje
County of San Luis Obispo REP # 1359

COMPANY DETAILS

Company Name: ExMed Ine.

Year Established:; 2007

Legal Sliucture/Ownership: C Corporation
Ownar: William Kulka M.[D

Fge Schedule - Cost Element Summary

T | Mental Health Services: General Psychlatry Hourly Rate {Ohsite {rolri 8am-Spr) 1R 15 229,00
2 Mental Health Servicos: Gonaral Psyehlairy Hourly Rate -Ovortline {5pm-8am) fiR & 247,00
3 Meniak Hollh Services: General Psychilty Hourly Rate - Weskend [Bam-Zam| HR k] 247.00
4 Menital Heallh Servicas: General Psyehiatry Hourly Rate - Hollday (8am-8am} 1 $ 229,00
5 Mental Health Serviges; Ghneral Psychfatry Howly Rate - Weekend On-Call {Spm-Bam) ol HR s 32.50
[ tantal Health Services: Child and Adelescent Halrly Rate (Gnsite from Sam-5pm) HR 5 249,00
7 Mattai Heaith Sarviees: Chid and Adehescent ity Bate -Overtime {ipm-8am} HR 5 264,00
. ] fental lealth Sarvices: Child and Adolescant Hourly Rata - Weekond (Bam-5pm) HR_| & 204,00
g Mental Heatth Sarvices: Child and Adolescent Hourly Rate - Hollday (8am-8am} HR 5 20900
i Montal Health Sarvieos: Child and Adoleseant Flourly Rate- Weskend On-Caff (Gon-am) HR S 32.50
11 . Paychlatle Burse Practitloner Hourly Rate {Esits from darm-Spm) . HIR 5 14750
_ a2 Pyyetiatric Murse Sractitloner Howrly Rale -Overlime {Spm-8ai) | 3 185,50
i3 Payehlalte Murse Practitionar Ho ey Bate - Weakend {Bam-Sprm) Hit § 137,50
14 Psychlattic Nursq Practitioner Hourly Rate - Waekend/Holiday (Bami-Som) HR 5 154,50
15 Psyciitatete Nurse Practitloher Hourly Rate - Weekday Calk (Spm-gam) Hr 5 20.00
16 | Tele-Psychiatry Hourly Rats (Onsite from Ram-5pm) HR s 215,00
_ 1z Tele-Psyehlatry Bourly Rate -Ovartime 15 pm-8am) HR % .00
18 Tela-Psychialry Hourly Rate- Weekend [Bam-8am) HR S 233.00
19 Tele-Psychiatry Hourly Rate - Holiday (Sain-8am) i K 21500
20 Tele-Psyrhiatry Hourly Rate- Weekend On-Call {5pyn-8am) Hk H] 12.50

Al hours can be determined by the facility, the above represents standard hourly rates that ExMed Inc.
uillizes.
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